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WE WANT TO BE THE BEST
ICT PARTNER FOR YOUR COMPANY
This year has been
speedy. I started as
the director of Telia’s
corporate business
in December last
year, and my time
has been eventful. Our
customers’ businesses
are developing at a
formidable pace and we,
Telia, have also grown by
leaps and bounds in the past
year. We started working as a
new ICT partner for many Finnish
companies while developing comprehensive services together
with our long-term partners.
We have paid close attention to the needs of businesses
when it comes to comprehensive solutions for ICT infrastructure
management. We are a single-source provider of extensive
services that can be scaled as the company’s business
develops, improving predictability and flexibility.
Information security plays an important role in ICT
infrastructure, and this is an area where we have developed
our capacity in recent years. We have the competence and
services to safeguard data centers, cloud platforms, networks
and terminal devices—locally and globally alike.
The AI solution implemented with ABB, relying on 5G
technology, is an example of the overall factors that expedite
the next industrial revolution: fast connections, cloud services
supported by data centers and analytics. The solution
implemented for the ABB Helsinki frequency converter factory
will be discussed further in this issue.

A solid foundation creates space
for new innovations
With the continuity of business secured using comprehensive
ICT services, there is space for new developments. IoT, artificial
intelligence, robotics and development of data analytics all
provide new advances for every company. For example, we
have developed the Connected Vehicle IoT service, bringing
the benefits of smart technology to heavy-duty equipment and
assisting in developing ecological driving habits. A whole new
kind of digital platform helps heavy traffic operators reduce
their fuel consumption by up to 12%. Several logistics and
service companies have participated in the development of
our new service offering.
Telia is home to comprehensive ICT solutions that guarantee
the continuity of operations. This has not gone unnoticed in
the Nordic IT procurement survey carried out by Whitelane
Research each year. In a customer assessment of IT partner
satisfaction, Telia Finland received a commendable secondplace ranking. Among the companies ranked, there are plenty
of both international and Finnish companies. You are to thank
for this result. Naturally, we want to be number one, so the
work goes on.
Jari Rapo
Vice President, Head of Enterprise Business,
Telia Finland

ONE SECURES
BUSINESS CONTINUITY
Your company needs a solid foundation to remain stable
amidst the constant fluctuations of global business. We
want to help you create a solid platform for your success.
Our backbone network, ranked internationally as number
one, carries more than half of the world’s Internet traffic. Yet,
we guarantee that your data has only one homeland. Our
data center—the largest open one in the Nordic countries—
protects your data while heating 20,000 Finnish homes.
We want to do our part protecting the future of the

environment and the future of your company. With our
state-of-the-art information security expertise, we have
what it takes.
We are your partner in all undertakings ranging from
setting up a digital infrastructure to building success and
nurturing continuity. This is why we provide a single source
for all ICT services for your company.
Telia ONE. One partner is all you need.
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ENVIRONMENT

“THE WORLD HAD
TO COME TO THE
BRINK OF DESTRUCTION”
As the corporate responsibility manager, Eija Pitkänen has had a
front-row seat witnessing how companies such as Cultor, Danisco,
Stora Enso and Telia have awoken to environmental issues.
T E X T: M A R T I N A L I L I U S
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or at least a decade, there has been talk about the
increasing significance of responsibility. Ten years ago,
human rights matters were heating up the debate. The current
climate crisis is now being taken seriously by companies.
Unfortunately, this wake-up required the world to come to the
brink of destruction,” Pitkänen sighs.
According to Pitkänen, businesses usually start taking
environmental matters seriously for two reasons: a crisis
hits the company or they notice a change of ways promotes
business.

and where they are generated.It turned out that more than
80% of the company’s emissions are produced by services
and products purchased from subcontractors, such as mobile
network base stations.
“Reducing the carbon footprint of the entire supply chain is
crucial to our work. No single actor can solve this challenge.
It will require contributions from all businesses and our
customers alike,” Pitkänen comments.

“Customers are increasingly asking us to do more
for the environment. The entire world of business
needs bold solutions at this time because
the Earth has fallen into such bad shape.”

Pitkänen emphasises that the operations of companies in the
ICT industry play an important role in securing the future of the
planet. Estimates on the positive effects of digitalisation vary
greatly but it is clear that the positive environmental impact
produced by ICT companies in their customers’ operations
far outweigh their corresponding negative impact.
“Our handprint is way greater than our footprint,” Pitkänen
summarises.
For Telia, a positive handprint means, for example, new IoT
solutions that allow heavy traffic to reduce fuel consumption
by more than ten percent.
Another example is the Telia Crowd Insights service,
which describes the movement of people and has already
accomplished a positive environmental impact.
“With location data and analysis, we can design a more
environmentally friendly urban environment and transportation
system,” Pitkänen describes.

F

-Eija Pitkänen, Telia
According to Pitkänen, the challenge is whether corporate
decision-makers will comprehend the magnitude of the task.
Businesses play a key role in stopping climate change.
“Telia has promised to reduce our CO2 emissions and
waste production to zero in ten years. This is an enormous
challenge—well beyond our comfort zone—but we really do
not have other options in this situation.”
As part of the great task, Telia carried out an external
assessment of its own carbon footprint during the summer
to determine what the company’s total emissions are in Finland

Handprint greater than footprint

Biogas as a compensation
The climate emissions associated with producing this magazine
have been compensated by a donation to a biogas programme
in Kenya via the Gold Standard association. The programme
offers households the possibility of using local biogas as a
climate-friendly source of energy. A total of 10 tonnes of CO2
emissions have been compensated (the calculation is based

on figures stated by Gold Standard). According to a calculation
in a VTT Finland study*, the emissions of printed Telia ONE
magazines are approximately 4.5 tonnes of CO2.
Recycle the magazine with paper waste to further reduce
its environmental impact.

* Carbon footprint and environmental impacts of print products from cradle to grave. VTT 2010
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WE PROMISE TO MAKE GOOD ON THESE
ENVIRONMENTAL OBJECTIVES BY 2030

CO2 emissions to zero

No more waste

More engagement

We promise to make our operations
carbon-neutral
from
network
maintenance to transportation to
meetings. But we are not going to
stop there. We expect emissionneutrality from all of our partners and
subcontractors, as well.

We promise to make our operations
entirely waste-free. This promise applies
to both digital waste as well as to waste
produced at the office and construction
sites. We keep finding new ways to
recycle materials and increasingly meet
our customers’ needs by digital means.

We promise to encourage our employees
and customers to work more for the
environment. At present, already half
of our personnel actively participate in
the Younite programme that enables our
staff to do volunteer work with digital
tools during their paid hours. We want
to further expand the ways of making
a difference.

5

CROWD INSIGHTS

CITY VITALITY INSIGHTS
REVOLUTIONISES EVENT
PLANNING IN TAMPERE

Events and experiences are significant for successful cities such as Tampere, whose
various events sell close to five million admission tickets annually. The City Vitality
Insights service based on the Telia Crowd Insights method provides Tampere with
continuously updated information on the masses heading toward the city centre.
T E K S T I : L A U R A K U LTA R A N TA

							

ampere’s vision is to be the most attractive city of events
as well as the best city to experience in the Nordic
countries. Additionally, it will be the European Capital of Culture
in 2026. Tampere recognises the importance of events in the
development of communality, regional economy and the city’s
image and has laid out long-term goals for event activities
and specified supporting measures. Usually in major events,
60% of the visitors come from outside of the city while the
recommendation is in the range of 90%.
“We started pilot testing City Vitality Insights service last
year because we wanted to get a non-biased, fact-based
solution for the city centre’s event visitor analysis and metrics.
Our previous measurement method was not reliable and the
estimates varied greatly,” says Markus Joonas, the project
manager in charge of developing events at the City of Tampere.

T

“City Vitaly Insights service has made
event analyses more reliable.”
—Markus Joonas, City of Tampere
“City Vitaly Insights is a service aimed at decision-makers,
urban planners and event organisers that provides a range
of continuously updated information on the liveliness of the
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city centre and the masses headed there. This information is
combined with information on the visitors’ home location. The
service is based on data obtained from Telia’s mobile phone
network, processed in such a way that identifying individual
users or groups is completely impossible,” explains Petri
Seppänen, the person in charge of Telia’s Data Insights business.

City Vitaly Insights provides trend data and
facilitates more ecological event planning.
“Previously, we would inspect the impact of individual events
without a point of reference or reliable data. With the Telia
service, we can access a longer-term trend and can perform
historical data analysis, anticipating the future. City Vitaly
Insights is an important new data source that supplements
statistics from Statistics Finland and hotel accommodation
data. This way, we have an overview of the impact that events
have on Tampere,” Joonas says.
“In Tampere, we use the data obtained from the Telia service
for marketing, traffic planning and overall event development.
An event visit is always the sum of many things, and it is this
total experience the visitors have that we want to understand
better. This is because people often come to events based on
recommendations,” Joonas summarises.

I OT

SMART TRAFFIC SOLUTION
PRODUCES SAVINGS
AND BETTER DRIVING

Launched in 2012, OnniBus.com is a leading long-distance bus service in
Finland. The company that started its business with one bus between the
cities of Tampere and Pori has rapidly grown into one of the best known
brands in Finland, revolutionising the entire public transport business and
making buses once again a considerable means of travel. With Telia’s
Connected Vehicle solution, the company is primarily seeking fuel savings.
T E X T: L A U R A K U LTA R A N TA

			

Lauri Helke, CEO at OnniBus.com says that OnniBus vehicles
travel across Finland every day of the year. “Our 128 buses
travel 28 million kilometres annually as the 300 drivers work
to realise five million individual trips. We have 70% control of
Finland’s long distance bus traffic.”
“OnniBus.com was among the first ones in Finland to start
using Telia’s smart traffic solution. Connected Vehicle has
been designed to optimise the operation of heavy equipment
using real-time operating data. The service will be installed in
all 68 double-decker buses and possibly also in the 60 singledeckers,” says Telia logistics solution specialist Satu Orava.

PHOTO: ONNIBUS.COM

ANNUAL
FUEL SAVINGS
UP TO 5%

Significant savings
“Connected Vehicle provides many benefits to us. With the
service, we can combine many services that were previously
sourced from several vendors. The number of mobile
subscriptions has decreased from seven to two, and we can
access the vehicle’s CAN bus errors, allowing us to fix things,”
Helke says.
“With the Telia solution, the driver logs into the vehicle system
using a statutory digital card, which is a highly secure means
of login. Previously, the drivers might not always remember
to log in with a key identifier, and we would lose data, as well.
We will use this solution to remotely read digital tachographs
and cards. This will then allow us to remotely monitor that the
driving times are fulfilled and the digital cards are constantly
being used. Data is a highly powerful tool for management,
because what you don’t measure, you can’t manage.”

“We are saving money while
protecting the nature.”
– Lauri Helke, OnniBus.com
“The key for OnniBus to the introduction of the service is the
driver-specific reporting of driving habits and fuel consumption.
The data produced by Connected Vehicle allows us to attain
annual fuel savings between one and five percent. With the
double-decker buses alone, we burn some 5.5 million litres
of fuel annually, which translates to a fuel expenditure of
approximately €6 million. This means significant savings
because we will also save on tyre costs and other vehicle
operating expenses. And the nature says thanks, too,” Helke
adds.
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D ATA C E N T E R

A FORGOTTEN
SOURCE OF EMISSIONS
Data centers produce as much emissions as global air traffic.

T E X T: M A R I R I H T I
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”T

his cannot continue like this,” says Telia data center
specialist Eero Lindqvist, referring to the energy
consumption in data centers and its strong growth. Data
centers globally consume more than 400 terawatt hours
of electricity each year, which equals approximately two
percent of the worldwide energy consumption. The emissions
are currently at the same level with aviation traffic but the
consumption at data centers is expected to double by 2025,
producing more emissions than air transport. This means
that new types of cooling solutions must be found and older
data centers must be modernised. And the location matters.
Cooler countries, such as Finland, provide better opportunities
for utilising the outside temperature for cooling the facilities.
“Of course, the production method of electricity also matters.
Although many actors talk about using renewable energy,
the proportion of electricity produced by carbon and other
means continues to be surprisingly great. In addition, my
understanding is that heat recovery is currently highly ignored.
Even globally speaking, facilities where this is done can be
counted on the fingers of two hands.
For a data center, heat recovery requires a location that
enables utilising the produced heat as district heating energy
for nearby dwellings, for instance. Finland’s coming energy
tax reform may accelerate investments in heat pumps at data
centers. The repayment period of a heat recovery system will
be considerably shortened with heat-producing data centers
shifted to a lower tax class.

“The heat produced by Telia Helsinki
Data Center can warm up to
20,000 residences in Espoo.”
– Eero Lindqvist, Telia
Emission-free data centers are no utopian vision
Telia’s Helsinki-based data center was designed from the
very beginning with energy efficiency and environmental
friendliness in mind, producing a carbon neutral data center.
The energy sources are exclusively renewable, while the
location in a major urban centre enables the provision of
heat to the district heating network. For the power company
Fortum, heat recovery translates to more affordably produced
heat, while Telia’s cost of heat pumping is reduced.
“Everyone wins: Fortum, Telia and the nature,” Lindqvist
rejoices, and adds, “The heat produced by Telia Helsinki Data
Center can warm up to 20,000 residences in the adjacent
town of Espoo. Planning the location for a data center should
always be done so that all heat produced could be put into use
somehow. Many data centers are located at remote sites, and
sparsely populated areas may not be able to utilise the heat,
unless great greenhouses, for example, are built in the vicinity.”

Data breeds like urban rabbits—
what about the environment?
In addition to energy-efficient data centers, cleaning up
digital waste affects data-based emissions. There may be
less paper in the digital era but all the more unnecessary ones
and zeroes—each of which has a carbon footprint.
“You take a photo that is stored in the memory of your
phone and then synched to the cloud, such as Apple iCloud—
which means a data center. You also upload the photo to
social media, saving it on the server of that service provider,”
Lindqvist explains. “And then there are the businesses. They
sure produce data, collecting it virtually on all processes,
devices and machines to support data-driven business.”
What should one do, then, to minimise the emissions of
one’s digital business?
“It is worthwhile selecting a service provider that can provide
carbon neutral data center and cloud computing services. This
is a way of ensuring that one does not increase the climate
burden of data centers, at least,” Lindqvist advises.
Also cleaning digital waste has an impact. “Photos, videos
and other files accumulate over the years in phones and
computers, often stored in the cloud—a data center. In
particular, larger companies with high number of employees
may store great amounts of often unnecessary data.”

TELIA HELSINKI DATA
CENTER IN FIGURES
DESIGN
CAPACITY

24 megawatts

THERMAL POWER
PER YEAR WITH
THE FACILITY
OPERATING AT
FULL POWER

250 000MWh

THE PRODUCED
HEAT CAN
WARM UP

20 000
block
building flats

SURFACE AREA

34 340 M2

Read more: telia.fi/datacenter
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E L E C T R O N I C S I G N AT U R E

ELECTRONIC AGREEMENTS
IMPROVE OPERATIONS EFFICIENCY
KPMG is one of the leading specialist organisations in Finland,
offering auditing, tax, legal and advisory services. The introduction
of electronic signing in February 2019 has improved the company’s
operational flexibility and cost efficiency.
T E X T : L A U R A K U L T A R A N T A 		
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K

PMG is now utilising digital signing throughout its
organisation, for example, when signing assignment
and employment contracts, as the company’s Advisory Partner
Antti Lojamo explains.
“We have connected our own KPMG eSign application with
the Telia Sign API solution. This collaboration enables new
ways for us to deliver services to our customers, and our users
can conveniently manage their own signature requests in the
familiar KPMG eSign environment,” says Lojamo.
The benefit of Telia’s Sign API is its easy connectivity with
proprietary corporate systems and applications, providing
the users with the same familiar environment as before. Telia
Business Manager Pekka Turpeinen explains that the service
portal can also be branded according to the company’s image.

Electronic signing saves hundreds
of hours of work each month.
Turpeinen says that an electronic signature is always irrefutable,
legally binding and a safe way of concluding an agreement.
If the agreement is modified after signing, it will be visible to
all parties.

“We expect savings of hundreds
of hours each month.”
—Antti Lojamo, KPMG
“Electronic signing saves resources for all parties because
there is no need to print, sign and scan documents that
then need to be sent back and forth. The digitalised service
enables signatures regardless of time and place, meaning that
signatures can be obtained rather quickly. Signed documents
are also easy to archive and, if necessary, print in the service,”
Lojamo comments on the benefits.
“By introducing the new service, we wanted to speed up and
modernise our signing process and save on labour costs. We
have already reached these goals. With the service expanding
further, we expect it will save hundreds of hours of work each
month for us,” Lojamo forecasts with satisfaction.
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ELECTRONIC SIGNATURE
Legally
valid
Convenient
archiving
Does not require
signer registration

TELIA ONE

FROM A CERAMICS SHOP TO AN
INTERNATIONAL EXPORT COMPANY

Pentik is a Finnish brand that is growing also internationally. The secret to the
success is a smart combination of the artisan culture and technology—as well
as a burning passion for one’s work. During the 30 years of partnership between
Telia and Pentik, the company has grown from a small ceramics workshop into
an interior decoration store chain.
T E X T : L A U R A K U L T A R A N T A 						
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he story of Pentik, founded by ceramics artist Anu
Pentik, dates 48 years back. Today, Pentik is still greatly
passionate about her work. The artist arrives at work every
morning at 4:30 and is the last one to leave. The inspiration
for the work and creating art is the nature of Lapland. “Today,
we are an interior decoration store chain of 250 employees
that wants to bring a hint of northern beauty and cosiness to
people,” Anu says.
Located close to the Arctic Circle in Posio, the Pentik
ceramics factory is the northernmost factory of its kind in
the world. The factory is the workplace of 35 specialists
manufacturing each year more than 300,000 ceramics items
for the Finnish, Swedish, Japanese, Czech, Russian and British
markets, for example. Pentik ceramics relies on long product
development and the strong vision of Pentik’s designers. The
company also attracts 100,000 tourists annually who visit
Posio’s Pentik hill.

T

30 years of reliable partnership
“One important factor behind Pentik’s success is a working
information administration that can support business and the
employees in just the right way. Things to consider include
information security, cost-efficiency, business continuity and
resources. Telia has succeeded in being our most important
partner for 30 years now because the customer relationship
has always evolved with the times and the trust has been
solid,” explains Pentik CIO Oula Harjukelo.

Growth from abroad
“Although the big picture works at present, we always have our
eyes set on the future. We are seeking growth from abroad, and
even in this matter Telia is an excellent international partner
for us,” Harjukelo praises.
“Modern technology enables many things, such as using
robots for the heaviest, repetitive tasks. We can utilise software
robotics in developing customer services, Crowd Insights
is useful in outlet planning and the Helsinki Data Center
serves us in outsourcing our data center. 5G will certainly
offer unprecedented possibilities for us just like better use of
mobile work does. With an innovative and skilled partner, we
are always at the vanguard,” Harjukelo concludes.
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A NETWORK OF HACKERS
MINING FOR
VULNERABILITIES
IN PENTAGON SYSTEMS
When the hackers were unleashed, the first vulnerability in the Pentagon systems was
found in 13 minutes. The United States Department of Defense programme Hack the
Pentagon started in 2016. In the first programme alone, 138 vulnerabilities were found
in a short period of time. The results exceeded all expectations. The organisers had
expected to find maybe a dozen information security vulnerabilities. After this, more
than 8,000 vulnerabilities have been discovered.
T E X T: M A R I R I H T I

				

The force behind the successful programme is the
HackerOne company directed by Finnish Mårten
Mickos. The company was invited to be the provider for Hack
the Pentagon.
“When the programme ended, the DoD thanked the hackers
and praised the results in its press conference. One of the
youngest participants of the programme was the teenager
David Dworken who got to stand in the press conference
next to the Secretary of Defense,” Mickos explains. “After
this, HackerOne was selected as the provider of two major,
continuous information security programmes for the US
military. The total value of the agreement rose up to more
than $30 million.”
According to Mickos, HackerOne has, since its founding,
focused on harnessing volunteer hacker skills in the
best possible ways to help companies and public-sector
organisations to improve their information security. “We quickly
developed the most advanced practices and, with them, the
largest network of hackers in the world. This was also noticed
at the Pentagon.”

O

Unprejudiced and bold thinking brings results
According to Mickos, information security is at such a high
level in Finland that others could learn from us.
“The National Cyber Security Centre, working under the
Transport and Communications Agency, does exemplary work
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to ensure and improve communications network and service
reliability and safety. Also, commercial operators have long
and honourable traditions of information security in Finland.”
“Finland could, however, perhaps develop and apply new
software development methods and information security
innovations even more boldly. The old models and technologies
just do not fit in the current operating environment where
everything is connected online and where information security
must have the key role all the way from the design phase of
software.”
Mickos mentions LähiTapiola as an example of successful
information security management. He says the company is an
excellent example of how information security can be a positive
thing that strengthens a company rather than burdening it.
“LähiTapiola has started developing and reforming their
information security without prejudice, looking at the
big picture. The company has turned the development of
information security into a public project that all employees
and external hackers can participate in. The result is a lower
risk of experiencing a data breach and, as a bonus, a positive
atmosphere regarding information security matters when
dealing with customers and interest groups.”
LähiTapiola has, for example, carried out a denial-of-service
attack test with Telia. The goal of the experiment was to test
the capacity of the company’s online services to cope with
an attack. LähiTapiola wants to ensure service availability to
customers under all circumstances.

Continued on next page →
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“Seamless co-operation beats even
the most persistent attackers”
Mickos reminds that information security should be approached
with risk management in mind.
“Risks will always exist but they can be managed and
mitigated. At the centre of it all are people rather than products.
The most important deed that improves information security is
increasing awareness and applying good information security
practices throughout the organisation,” Mickos explains.
The most significant information security threats listed by
Mickos are stealing credentials, vulnerabilities in information
systems and e-mail phishing as well as other attacks based on
the employees’ inclination to help and credulity. “When some
2,000 breaches were investigated in the US, it was noticed that
two-thirds of these were carried out by outsiders and one-third
by insiders. Half of these breaches involved criminal hacking.”
According to Mickos, wider adoption of cloud services
improves the level of information security. Says Mickos, “Cloud
service providers have built efficient information security and
good protection mechanisms. The requirements for information
security change, however, because everything is connected
to everything in the cloud. A company-internal application
that previously may have been hidden and protected is now
exposed and within the reach of attackers. Typically, a cloudbased application is also updated much more frequently,
allowing new vulnerabilities to slip into production use at any
time. Even regardless of this, a business application is more
secure in the cloud than in an old environment that has not
been designed with information security in mind to begin with.”
Mickos reminds that with the fast-paced development of
technologies, also information security threat scenarios change
constantly. “Both white hat hackers and information security
consultants must stay up-to-date and understand the most
recent threats and possibilities.”
“Information security does not need to be an unpleasant
topic. It can be a positive initiative with which an organisation
turns from a fearful victim into a bold winner. Seamless
co-operation of the defenders beats even the most persistent
attackers,” he concludes.

Information security supports the
continuity and success of your business.
Read more: telia.fi/business/
one-large/security
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MÅRTEN MICKOS
• B. 1962.
• Worked as the managing director of the
Swedish MySQL database software
company when it was sold for $1 billion
in 2008.
• Honorary consul of Finland in San Francisco,
his home town. 		
• Maintains the management blog School of
Herring and contributes to the Swedish
language Helsinki newspaper 		
Hufvudstadsbladet and the Forbes.
• Managing director of HackerOne since 2015.
• Enjoys cycling, skiing, boating,
reading and photography.
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TURNING NETWORKS TO THE
CLEANEST ONES IN THE WORLD
Telia’s networks are among the cleanest ones in the world thanks to efficient
monitoring. During one month, Telia’s information security specialists check
more than 100,000 notifications regarding deviating online traffic to stop
malware right in the beginning.
T E X T: S AT U E K M A N

		

Osmo Soinio has more than 15 years of experience
with information security at Telia. He explains how
uninterrupted monitoring is the basis of Telia’s clean networks.
“We collect data from the network all the time. We also receive
it from our partners, including the Finnish Transport and
Communications Agency and Microsoft.”
When an anomaly is detected in the network and deemed
harmful, the company targeted will receive an automated
notification. If, however, malware manages to contaminate
the company’s computer, the device will be isolated from
the network to prevent the program from spreading. Then
the device cleaning starts, after which the device can be put
online again.

O

Cleanliness guaranteed by
automation and specialists
“Telia’s Internet networks are ranked among the cleanest in the
world, and the situation in Finland is particularly good,” Soinio
says. The same has been noticed elsewhere. For example,
Microsoft is presenting the Telia process as an example of
how malware is prevented, year after year, the most efficiently
in Finland*.
Soinio emphasises that although Telia’s process is largely
automated, a specialist makes a decision on whether it is
necessary to close online access. “Our task is to support the
company’s business and guarantee undisturbed continuity of
its business—not to cause extra fuss.”

I L L U S T R AT I O N : V E S A S A M M A L I S T O

THIS IS HOW TELIA
PREVENTS CYBER-ATTACKS
IN ITS NETWORKS:
1. The network is monitored 24/7 with
the help of various data sources.
2. When a deviation is observed, the
system automatically identifies the
target of the attack.
3. The customer is notified of the malware.
4. The contaminated device is isolated
from the network.
5. The malware is removed.
6. The device can be put online again.
Increasing threats
According to Soinio, malware volumes are steadily growing.
“Usually the background of a malicious piece of code moving in
the network is a criminal that wants financial gain by extortion,
for example,” he explains. “This year already two small Florida
banks that have paid ransoms to cyber-attackers worth several
hundred thousand dollars. The majority of these cases never
go public, but it is clear to criminals that online extortion may
well pay off.”
According to Soinio, malware can spread because of poorly
designed hardware and software with outdated information
security. He sees untrained employees and outdated
information security policies at companies as some of the
greatest risks. Adds Soinio, “Fortunately, companies these
days are taking information security much more seriously
than before.” “Many a company already has a plan in place
for cyber-attacks and they practise for abnormal situations,”
he concludes.
*Tim Rains, Microsoft: Trustworthy Computing: Learning About
Threats for Over 10 Years – Part 3
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B L O C KC H A I N

BLOCKCHAIN
TECHNOLOGY - THE
PROMISE OF THE FUTURE
The potential of the blockchain technology has not yet been fully harnessed and
the need for a blockchain solution is not always identified. Finland does, however,
already have encouraging examples of using the revolutionary technology.
T E X T: L A U R A K U LTA R A N TA

					

lockchains are decentralised, democratic database
solutions free to all, allowing data to be saved across
all connected devices in such a way that it cannot be changed
afterwards. The blockchain business is based on co-operation
that benefits the ecosystem and applications that build on
blockchain. While the community and its individual members
gain benefits, so does the company behind the chain.
Blockchains will revolutionise countless industries by
enabling fully automated organisations with electronic
agreement processing. So what has been the holdup that
has kept us from embracing the world of blockchain? “The
blockchain technology remains a relatively difficult-tounderstand concept compared to more traditional database
technology and we do not yet fully understand its concrete
benefits,” explains Telia specialist Essi Virta.

B

The countless branches of the logistics
industry benefiting from blockchain
Virta explains that Telia and Kouvola Innovation together
participate in an EU-funded logistics industry blockchain
project called SmartLog.
“We have built an information-secure software platform
based on the blockchain technology where the transactions
related to the supply chains of participating logistics and
other actors are saved. The operations of these companies
present in Sweden, Estonia and Latvia converge in a shared
logistics chain that moves goods transported and processed
by everyone in their turn.”
“With our service, we bore into the common problem of
logistics operators: countless scattered systems, software
and services that do not interact with each other. When, for
example, a container is moved from Helsinki to the US, it will
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undergo several phases. With the information in a single shared
system where the information cannot be altered afterwards and
where trust, information security and transparency are built in,
we have taken a giant leap forward in the development work,”
Virta says to explain the benefits of blockchain.

Blockchain as the enabler of digital home sales
Founded in November 2018, Digitaalinen asuntokauppa DIAS
Oy has launched a unique digital trading platform where the
sale of a flat can be done fully digitally without physically
visiting a bank. The service was opened for estate agents
in June this year. Tomorrow Tech’s managing director Sami
Honkonen says that it is open for all estate agents and banks.
Honkonen’s Tomorrow Tech has developed DIAS together
with Finnish banks. In addition, estate agents and developers
have participated in digitalising the sale of flats. DIAS is an
open platform that utilises closed DLT blockchain technology
(distributed ledger technology), enabling a distributed database
so that the parties related to flat sales can better work together
in a reliable and secure way.
But why would selling a flat digitally be better than doing
it the traditional way? “We have to bear in mind that the
bulk of flat sales will continue to be done using paper-based
documents for the foreseeable future. The coming digitalisation
of the documents regarding flat ownership will provide a faster,
more flexible and safer way for selling and buying. There is
no need to store an electronic deed in a bank’s vault or send
documents from one bank to another when selling property.
And selling will no longer be restricted by time and place, and
there is no chance for the deeds to become misplaced. With
reduced manual labour, all parties also save time,” Honkonen
concludes.

Reliable transactions even between strangers
Each block in a blockchain contains a summary of the previous
block, which means that any change to a block will alter the
content of all subsequent blocks. This makes it impossible
to tamper with the data contained in a block without being

caught. This also makes the database fully transparent and
enables collaboration between parties that do not know each
other. The transparency also helps reduce logistics emissions
and supervise the ethicality of production.
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INFR ASTRUCTURE

AVOIDING TECHNICAL DEBT WITH
CO-OPERATION BETWEEN IT AND
BUSINESS MANAGEMENT
Hasty patches to an IT platform are like a bank loan—they may bring
quick relief to the business of a company but will inevitably have to
be paid back, with interest

T E X T : T E L I A I N M I C S - N E B U L A 		

I L L U S T R AT I O N : V E S A S A M M A L I S T O

ight timetables and insufficient planning often force IT
departments to take hasty action for a temporary need.
Solutions independent of each other are quickly devised for a
technology environment, and often they only provide benefits
for a single project. Any subsequent patching will make it more
difficult to develop the platform. The wasted time could be
referred to as the interest on technical debt,” cloud specialist
David Ollas at Telia Inmics-Nebula describes when explaining
how a company accrues technical debt.
According to Ollas, information management often reacts
to the ongoing needs of business instead of thinking about
how a platform solution or system can—or rather cannot—
be flexibly scaled for the subsequent business needs of the
company. “When further development needs emerge, new,
separate solutions need to be built,” he explains.
Finally, the IT department only has time for maintaining the
old platform. A fraction of the budget is allocated to developing
new digital solutions, and the development of the company’s
entire business slows down.

T

IT and business need to implement
a single strategy
Ollas says that information management should not be
considered merely a support function but it should be
understood as part of the business.

“IT must be planned and implemented according
to a company’s strategy, producing a positive
feedback loop. IT solutions develop business
and budget excesses are reduced when the
right things are done from the very beginning.”
—David Ollas, Telia Inmics-Nebula
With co-operation working within the company, matters
related to the IT infrastructure can be combined with business
strategies. “With a shared roadmap in place, both business
and information management are on the same page about
what services will be launched on the market. The technology
required for the services can be studied sufficiently in advance,
avoiding technical debt.”
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Appropriate choice of technology
prevents technical debt
There is no single truth about the most appropriate technology.
According to Ollas, public cloud solutions offer scalability,
a good publication speed and the possibility for agile
development—platforms sourced as a service are compatible
with any infrastructure. However, sometimes a company’s own
on-premises solution is the best option.

Read more at telia.fi/business/one-large

TELIA ONE

MEHILÄINEN CHOSE
THE BEST ICT SERVICES
ON THE MARKET

For more than a century, Mehiläinen has been providing social care and
healthcare services to Finns. The company trusts Telia to provide it with almost
all of its telecommunications connections and IT services, without which its
more than 440 regional sites could not work.
T E X T : S A T U E K M A N 		

he decision was made in 2017 to reform our corporate
network, the concept provided by Telia had become
outdated and no longer met the needs of Mehiläinen. Both us
internally and our partner were unclear about the division of
responsibilities, and our rigid service agreement with Telia did
not enable the necessary flexibility,” Mehiläinen’s CIO Kalle
Alppi describes the situation a few years ago.
The service agreement with Telia was cancelled and we
started looking for suitable ICT partners on a new premise.
“We decided to source ICT services for Mehiläinen from parties
that could offer them high quality services, cost-efficiently
and flexibly. Consolidation was not part of the strategy,” Alppi
says, adding, “but it happened that the bulk of our ICT budget
today is spent on Telia services.”
Today, Mehiläinen sources networking, authentication and
information security services, fixed and mobile connections
and devices and workstations from Telia. “Consolidation has
its benefits—for example, communicating with a single partner
is more efficient than dealing with multiple vendors—but we
would not buy ICT services from Telia to this extent if they were
not truly the best on the market. I could even say that we are
glad to pay our bills to Telia,” Alppi assures.

T
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Outsourced service desk supporting
information management
One of the most recent services procured by Mehiläinen from
Telia is IT user support According to Alppi, Telia’s service
desk solves approximately a quarter of the IT problems that
Mehiläinen’s employees have. “In addition to handling phone
service overflow, the partner also takes care of the majority of
support and fault cases in rural areas. Telia’s service network
is more extensive than that had by our IT management, and
therefore it makes sense to have maintenance performed
outside of the Helsinki area by a partner,” he explains.
Alppi says that the service desk was added to Telia’s offering
at the right time. “We were right then considering replacing
the user support partner. Still, service quality was the most
important criterion; more important than the service desk.”
The quality of Telia’s user support has also been recognised
with the Service Desk of the Year title awarded to the service.
According to Alppi, Mehiläinen’s and Telia’s collaboration
will continue to be strong for the time being. He does remind,
however, that the partner must be able to provide developing
ICT services in a flexible way even in the future. “If Telia’s
offering remains as current as it is now, I see no obstacles to
long-term collaboration,” he concludes.
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ROBOTICS

ROBOTS ARE NOW
MARCHING INTO OFFICES

Telia’s CFO Marko Ylä-Autio considers robots excellent workmates.
“Any CFO understands these cost saving figures”

T E K S T I : T I M O M A N S I K K A - A H O 			

M

arko Ylä-Autio has long since stopped wondering
whether the company should seize new opportunities.
The only question is how and in what order the new methods
should be utilised.
“Typically, we start with processes that include a lot of
recurring transactions, such as the processing of purchase
and sales Invoices,” says Ylä-Autio.
"However, all companies also have a lot of other types of
processes, and the benefits of automating them might be of
interest to CFOs".
Smooth processes and higher service quality are essential
objectives of automation. Automation is a good servant, which
ideally provides customers with better service experiences.
“With the automation of routines, people are able to focus
on the things they find meaningful and that enable them to
create genuine added value,” Ylä-Autio emphasises.
"For example, having a robot handle the background routines
that require time and effort, such as retrieving data from various
systems, simplifies customer service work significantly.”

Telia is making use of its own experiences
Telia's own lessons learnt and experience from utilising new
technologies provide a good basis for providing customers
with comprehensive hardware, software, security, and service
solutions that help allocate resources appropriately.
"As we are constantly developing and testing new
technologies and solutions ourselves, we are able to harness
them effectively to support our customers' business."
One of the cornerstones of Telia’s strategy is the provision
of comprehensive ICT solutions and services. We want to
ensure that the everyday life of our customers is smooth –
and do this so that costs can be managed and predicted as
accurately as possible.

Many uses
According to Ylä-Autio, a company can quickly achieve even
50% cost savings merely with electronic invoicing solutions.
Every CFO understands this language.
The combination of robotics and service business can also
be utilised, for example, when onboarding new employees.
Previously, managers had to create separate orders for
computers, phones, email addresses, tools, business cards
and many other items, whereas now an automated process can
take care everything. The employee’s information only needs
to be entered once in one place – and the entire package will
be ready for use on the employee’s starting date.
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ROBOTICS PAYS OFF
An investment in automation
often pays itself back in
as little as 1–3 months.
The number of human errors
is reduced and the quality
of work is improved.
The employees have more time
to focus on specialist, service
and development tasks.

INVOICING

INVOICE MATTERS

Sanoma Media Finland uses Telia’s invoice relaying service for
invoicing and also for communicating with its customers. The
ever-evolving service has made the company’s life easier and
brought considerable cost savings.
T E K S T I : S AT U E K M A N

		

KUVA: SANOMA MEDIA

Vasara also considers the marketing tool included with
the invoice relaying service a benefit, as it allows for sending
messages customised by customer group to the customers.
“For example, we can market the Donald Duck magazine to
Helsingin Sanomat customers with children and recommend
those of our customers still using paper invoices to start using
the electronic version. The invoice is an affordable marketing
channel for us, and we can be sure that the invoice is always
opened.”

Eyes on the digital

According to a study of the Federation of Finnish Financial Services*, the carbon footprint of an electronic
invoice averages one-third of that of a paper-form
invoice.
*Environmentally friendly online invoice. Finanssialan
Keskusliitto, 2010

elia also uses its own service, meaning they have a very
proactive approach to developing the invoice relaying
service. This has been a clear benefit to us,” praises Anu
Vasara, who is in charge of Sanoma Media’s consumer sales
invoicing. ”Compared to the services we have previously used,
the cost benefits we have attained have been significant.”

”T

“The cost benefits have been
significant compared to the services
we have previously used.”
– Anu Vasara, Sanoma Media Finland
Sanoma Media owns numerous newspapers and magazines
as well as TV and radio channels in Finland, and its customers
are sent hundreds of thousands of invoices each month. The
company has now used Telia’s invoice relaying service for
a few years, and the co-operation has expanded to various
departments during the partnership.

Outi Strengell-Hytönen, in charge of Telia’s financial services
business area, confirms that Telia is eager to further improve
the service. “At times, the customers are wondering why we
want to keep pressing their invoicing costs down but this is
also in our own interest,” she explains. “This same interest
is behind our continuous drive to improve the service user
interface, which the customers have been thankful for.”
According to Strengell-Hytönen, Telia is determined to
digitalise both its own invoicing and the invoicing of its
customers. “Giving up paper invoices often results in cost
savings of 30–50% for the company. In addition, paper
invoicing consumes much less resources. As an example,
if we were to stack up all invoices sent by Telia in one year,
the pile would reach six kilometres high. Of course, this is
excluding the distribution logistics emissions.”
Also, Ms. Vasara of Sanoma Media considers digitalised
invoicing important. As Vasara explains, “The cost of invoicing
must also include payment and distribution errors, which
emerge easily when handling paper invoices. In addition
to savings, we promote electronic invoicing because of
environmental reasons.”

Human touch for debt recovery
Sometimes a customer fails to pay an invoice and the company
must rely on a recovery service. Sanoma Media sources even
debt recovery from Telia. “We have wanted to ensure that debt
recovery is handled in a humane and respectful way. Telia has
done well for both us and our customers,” Vasara assures.
Strengell-Hytönen agrees with Vasara on the importance of
recovery that is done ethically and legally. “Also the customer
of our customer is important to us,” she concludes.
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5G

THE WORLD’S FIRST
INDUSTRIAL 5G
ARTIFICIAL INTELLIGENCE
APPLICATION WAS
CREATED IN FINLAND
ABB’s factory uses a pilot application that provides real-time feedback to workers
with the help of artificial intelligence. Thanks to the application, the factory has
reached a quality level close to 100%.
T E X T : M A R I R I H T I 			
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eevi Pienihäkkinen lifts capacitors off a shelf and
arranges them in the correct places. Intelligence has
come to the workstation in the form of 5G technology and
a machine vision application, and it eliminates the stress of
whether the model really was assembled correctly and the
worry over whether all of the screws were properly tightened.
Pienihäkkinen makes frequency converter modules at ABB’s
factory, and any errors could be disastrous. For example, an
incorrectly assembled module could stop a cargo ship in the
middle of an ocean. The employees have vast amounts of
expertise and know-how, but when countless modules are
assembled every day, there is always the chance of an error
creeping in.
The screen gives me instant feedback if something has
gone wrong in the installation,” explains Pienihäkkinen. “The
screen shows the sequence in which the capacitors should
be arranged, and the application also checks that they have
been installed in the module the right way round.”

L

Immediate feedback requires 5G capacity
The smart solution at Pienihäkkinen’s workstation is the world’s
first industrial 5G artificial intelligence application, and it has
been deployed at ABB’s frequency converter factory in Helsinki.
The solution utilises a real-time video feed, which is delivered
to Telia’s data center over an ultra-fast 5G network for artificial
intelligence to analyse. Artificial intelligence cannot interpret
a pixellated mess, so a high-quality video feed is needed.
“The volume of data transferred is enormous, so 5G capacity
is required. 5G is also ideally suited to this application because
the feedback generated by artificial intelligence is required
immediately,” says Simo Säynevirta, Finnish ABB’s Digital
Lead.
The solution affects wellbeing at work: “The worry and
stress about installation errors are eliminated. The best results
are realised when smart systems work together with people,”
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says Säynevirta. “This also increases productivity with the
application practically enabling 100% quality. In addition to
the Helsinki frequency converter factory, it is also important
to ensure high quality on a global scale, and the application
enables this.”

5G is the key to the fourth industrial revolution
“5G was made for this,” says Janne Koistinen, Telia’s 5G
Programme Director, referring to the application launched at
ABB’s factory. “It must be possible to alter production lines
more flexibly and modify systems as quickly as possible. When
cloud services are utilised, the changes can be implemented
in every location straight away. The cloud also offers unlimited
computing capacity, and 5G enables latency-free wireless
connectivity to the cloud.”
The network’s extreme reliability and low latencies are very
important in a factory setting. The fifth generation of networks
was designed to support the development of applications
such as Industry 4.0 environments and smart traffic. Koistinen
emphasises that the greatest value in 5G is not the network
connection but the fact that data is collected and refined, and
that artificial intelligence is used for purposes such as data
analysis: “This gives rise to opportunities to create new types
of digital business.”
“The key aspect of 5G pilot projects is to identify the
applications where 5G can enable productivity to be increased.
The leap in productivity enabled by 5G may end up being
enormous. According to GSMA’s report, the mobile industry
may generate up to $850 billion in global economic growth
between 2018 and 2023. However, companies will need to work
together to make use of new technologies, and legislation will
be required to permit steps into the unknown. And, of course,
this also requires some good, old-fashioned Finnish grit – that
is why the application was made in Finland,” Koistinen laughs.

1. A WORKER IS ASSEMBLING
A POWER MODULE AT THE
ASSEMBLY LINE

2. MACHINE VISION APPLICATION
MONITORING ASSEMBLY

3. THE APPLICATION
4. ANALYTICS GUIDES WORK AND
CONNECTS VIA THE ZEROPROVIDES FEEDBACK ON ANY
LATENCY 5G CONNECTION TO A
ERRORS DETECTED
CLOUD COMPUTING SERVICE IN
A DATA CENTER

A solution in practice
The artificial intelligence solution supports the employee by
using a video camera to monitor the assembly of frequency
converters and ensure that the device is correctly assembled
according to the customer order and the product’s work
instructions. Fast connections enable installation engineers
to receive real-time, latency-free feedback on their work, which
is expected to significantly facilitate assembly in comparison
with work instructions on paper.

The project was executed in collaboration with Atostek Ltd,
a specialist in demanding industrial applications, and Telia.
Atostek is responsible for the project’s machine vision and
artificial intelligence application, while Telia implemented
the ultra-fast 5G mobile connections for the system and is
responsible for the computing capacity required by the artificial
intelligence application in its data center.

Do you want to be a forerunner in
5G? Read more: telia.fi/5gfinland
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The world’s most comprehensive network, the largest
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